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SOP Development Guidance
ABOUT THE MANUAL

This manual will walk you through the installation of the OpenOffice suite and the usage of the
EHEST “MARIA” tool.

The tool has been developed by Capt. Stefano BURIGANA, Elilombarda Safety Manager and
revised by the EHEST Specialist Team Ops. & SMS. The tool has been released by EHEST to
assist operators to develop their own Company risk assessments better.

The tool is open source, e.g. it can be used, copied, distributed and changed. The only
requirements are that:

- The tool cannot be sold or used for remuneration.
- If the tool is changed, the changes must be made available to the community.

The information (risk evaluations) contained inside the tool must be considered as

examples. Every operator MUST make its own analysis and risk evaluation, since those
can significantly differ between different operators or operations.

NOTE: Downloading the MARIA file, the computer could save the file as “read only”,
preventing the insertion of data and the use of the database.

If necessary, right-click on the file (before opening it), select "Properties” and uncheck
the “"Read only” box.

Please report your comments and suggestions to:

ehest@easa.europa.eu

In case of “technical” questions about the MARIA tool, please report also to:

sburigana@elilombarda.com

stefano.burigana@gmail.com
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1) HOW TO INSTALL THE EHEST “"MARIA"”

MARIA is based on OpenOffice, an open source cost-free office suite that can be downloaded and
installed by everybody. The idea was to create a tool that could be used with everyday computer
programs but, since not every Microsoft Office suite has the Access database in it, EHEST opted
for a world-recognized free program such as OpenOffice for the development of MARIA.

NOTE: There are different free Office suites available, e.g. NeoOffice, LibreOffice,
OpenOffice. Be sure to use the Apache OpenOffice.

These are the steps for installing and setting up the OpenOffice suite to be used with MARIA.

1) Download OpenOffice from http://www.openoffice.org/download/index.html

2) Install the OpenOffice suite
3) Enable macros:
- Select Tools, Options

Eile Edit View TIools Window Help
Macros »
Extension Manager...
Customise...

Options...

€3 Open

- Select Security, Macro Security...
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Secunty options and wamings

Adjust security related options and define wamings for hidden
information in documents.

[ options.. |

‘ Connections..

Passwords for web connections
["] Persistently save passwords for web connections

Protected by a master password (recommended)

Passwords are protected by a master password, You will be asked to
enter it once per session, if OpenOffice retneves 3 password from
the protected password list,

| Master Password...

10 security

Adjust the security level for executing macros and specify
macro developers.

High.

are disabled.

) Only signed macros from trusted sources are allowed to run. Unsigned macros

e s

locations are allowed to run, All other macros,

@ Medium.

SECECEORS
o
o
"
3
)
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4) Install the Oracle Report Builder. This extension is used to produce the reports:
- Select Tools, Extension Manager

File Edit View Tools Window Help
Macros ’
Extension Manager...

Customise...
Options...

- Select Get more extensions on-line (you must have an internet connection)

£5 Extension Mansger

English spelling and hyphenation dictionaries and thesaur.. 20140301  Marco A G Pinto
Vs \ English dictionarnies for Apache OpenOffice 4.x and Ister, in = form suitable for inclusion as an indiv...

Italian spelling and hyph... 20130305 PLIO (Progetto Linguistico ltalisno OpenOffice org)
ﬂ Italsan Writing Aids extension: contains the falian dictionary, thesaurus and hyphenation pattems c..

P Oracle Report Builder 121 Oracle
. Create with the Report Builder stylish, smart-looking database reports. The flexible report editor ca...

- Write “"Oracle Report Builder” in the search window and press Search
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- Select the extension Oracle Report Builder

3 OpenOffice™ 2 EXTENSIONS G i

Home | Search Templotes  Get Apache OpenOffice | Extensions Wikl | Login

Search extensiens

Search extensions

Dictionanes
: Subscribe to this search via: 3 Emay T HSS
Highest Rated
Most Popular Search Sort by Order
Most Recant Oracle Report Builder Davanluads B Dese _-I Saarch Rasat

Search found 2 lems
Filter by application:

iraten Qegrer kS

Hase 2

jxgigegegid

Averzge: 43 (41 vobes)

Oracle Report Bullder

By: Oracla

Filter by operating system:
Create with the Oracie Report Builder sty

L 2 report ecdor can define group and page heades
even caiculation fields are 2vallabie to accomplish ¢

g database reports. The flexble
s group and page tooters and
lex database reports

Linux x86-64 2
Along with the Nexible database client of
MacOS X 2
Scians Sparc 2 B Dats: 07/08/2007 - 06:51 - © License; GNU Lassar General Public Licansa @ Downloads: Week: 410 - Marth
X 1,737 - Yem. 28,883 - Timeine
Sclans x86 2

- Select Download Extension
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Oracle Report Builder

View Releases

Provider: ORACLE' Oracle
Maintainer: mh s N

vy

Average 43 (41 voles)

Rating:

Application: Base

Tags: Sun, , reporis, K base,  oracke

’ e Compatible with O ffic
http.ihg.services openoffice. org/DEVI00/fie/Zebd15d9¢8ab e i koo
Source code: User feedback:

freportbuider Compatible with OpenOffice 4.x7
Post date:  Tuesday, 7 August, 2007 - 05:53 % g PProo%
Statistics  Week 410 - Month, 1,737 - Year. 28 881 - Timeline

Bpetre s cacrepet i

E stato scelto di aprire:

[ oracle-report-builder.oxt

tipo: OpenOffice Extension (3,3 MB)
da: http://heanet.dl.sourceforge.net

Che cosa deve fare Firefox con questo file?

o Apriiggen | OpenOffice 411 (predefinita)
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2) ABOUT TERMINOLOGY

MARIA uses a variation of the Bowtie methodology to manage the risk analysis, but efforts have
been made in order to maintain consistency with the European Regulation terminology and
concepts. This means that some terms were adapted to best represent the concepts or to reduce
confusion with other available methodologies.

MARIA is not a BowTie method, but
it takes some of the BowTie
concepts.

Please refer to the UK CAA website
for an explanation of BowTie

(http://www.caa.co.uk/default.aspx?catid=2786&pagetype=90).

With reference to the BowTie diagram above, these are the main differences:

Hazard is perhaps the most used word in aeronautical safety, but several different concepts are
used with this word:

BOWTIE METHODOLOGY - Hazard is a situation, operation, event that is part of the
normal life, but that has the potential of harming the safety. For example, weather is something
we are used to living with: clouds, wind, rain, temperature are normal elements we cope with
every day. These are all HAZARDS, but they can be harmful in case of low clouds, strong or
gusty winds, heavy rain or icing conditions. In the latter case the hazards became THREATS and
could be contributing factors for an unwanted situation (top event)

EUROPEAN REGULATION - The Regulation does not make such differentiation, but
consider the HAZARD as a general event or situation that already is outside normal situation or
that is already a contributing factor to a possible incident or accident. Cf. "ORO.GEN.200 -
Management system - (a) (3)":

the identification of aviation safety hazards entailed by the activities of the operator, their
evaluation and the management of associated risks, including taking actions to mitigate
the risk and verify their effectiveness;

In MARIA tool, both HAZARDS and THREATS (as for Bowtie meaning) are called CAUSES, and
for simplicity they can be listed together.

The more general meaning of HAZARD used by the EU Regulation, in the Bowtie methodology is
the central part of the graphic and is called TOP EVENT. As said before, these are situations or
events that can be seen as an unwanted state, i.e. something happened that is already outside
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the normal situation and, if not treated accordingly, can develop into an incident or accident. An
example can be the inadvertent entry into IMC, altitude infringement or wrong radio frequency
selection.

In MARIA tool, these are called HAZARDOUS EVENTS as they are close to the concept used by
Bowtie methodology, but they can be easily understood as HAZARDS as for EU Regulation.

Consequences, Proactive and Recovery Barriers maintain the same meaning as for Bowtie
terminology.

3) "MARIA” RISK ASSESSMENT METHODOLOGY

Following is a description of the MARIA risk assessment methodology.

First an Operation is created. An Operation is the risk assessment, the safety occurrence, the
management of change, and so on, that we want to analyse in order to split it in more
simple/basic contributing factors/causes.

Operation

The situation, or operation, we are studying is “inserted” or it “lives” inside a specific
environment made of “Causes” which can either be Hazards or Threats.
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Cause Operation

Cause

Cause

Cause

Cause

Cause

Hazards are not necessarily “bad things”: they are situations, environments, operations that
we normally do or live with, but that can lead to an unwanted situation. As an example
meteorological situations, or even a thunderstorm, is a Hazard: it exists and we live with it. It
does not necessarily give any danger, yet... unless I fly under or within the thunderstorm, that
is something I do not want to do (= Hazardous Event). If I end up under or within a
thunderstorm, I can have damage to the aircraft, lightning strikes, even loss of control and crash
on ground. These are all "Consequences” (see ahead) that are potentially catastrophic results
from a non-regular situation (Hazardous Event).

Threats describe events that may cause an unsafe state if not managed with preventive
controls. They are generally called “Contributing Factors”, and are not unwanted situations
(Hazardous Events) yet, but they can turn (alone or in combination) into a Hazardous Event if a
barrier will not stop the sequence of events.

Consider the Hazardous Event and ask the question ‘why’ or *how’ could this occur?
In the thunderstorm example we can have:
HAZARDS (they are all normal elements we work with):
- Thunderstorm
- Night operations
- Marginal VFR
THREATS (contributing factors)
- The pilot heads toward the thunderstorm
- The aircraft was released with the weather radar not operative and under MEL
- Thunderstorms were not forecast

All the above are considered as "CAUSES”.
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“Causes” could end up in some unwanted events called Hazardous Events. These are
events/occurrences/situation that are outside the normal management of a flight or
maintenance: something happened which is not wanted, it puts the personnel or the aircraft in
an unwanted situation, and it can be a precursor to a much worse incident or accident.

A single Cause can end up in more than a Hazardous Event. For example, flying close to a CB 1
can possibly end up with:

- flying in severe turbulence; or
- inadvertent IMC; or
- icing conditions; and so on.

These situations are outside the normal flight conditions I want to maintain, but they are not
detrimental, yet. I am in an unwanted state or situation, but I can still recover from the situation
provided I apply some recovery actions or “Barriers”.

Operation

Cause

Cause

Cause

Cause

Cause

Cause

We generally have, or will strive to have, several methods for avoiding, intercepting, blocking
events before they change from a normal and wanted situation to a dangerous, abnormal or
unwanted situation (Hazardous Event). To do that, we use procedures, back-up systems, double
controls, technology, and so on. All these are called Proactive Barriers.

Every Cause has its own list of related safety controls, called “Proactive Controls”, that are put
there to try to avoid, or put a “barrier”, to a normal situation that can turn into an undesirable
situation (Hazardous Event).
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: Proactive
y Barriers
1

Cause Operation

Cause

Cause

Cause

Cause

Cause

We can list all the things that will help us to maintain the control of the situation (Barriers). After
that, we can evaluate the Likelihood (probability) that a particular Hazardous Event would
happen and an unwanted state or situation would arise.

————————— 1
: Proactive :
| Barriers | ;
Cause | ! Operation
1
1
|
Cause !
Cause
Cause
1
Cause -
o
Cause I k-
L e o 1 —

Together with the development and improvement of safety Barriers, the evaluation of the
Likelihood of a Hazardous Event and the evaluation of the Risk level of a Consequence are the
most important part of a safety analysis.

The Risk is assessed by the use of a Risk Matrix.
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A Risk Matrix is an evaluation table, or graphic, where we choose in one side the possibility
(Likelihood) that the “bad thing” (Hazardous Event or Consequence) would happen and in the
other side the gravity (Severity) of the Consequences of the “bad thing” if it finally happens.

RISK MATRIX
Risk Severity
Risk
Likelihood Negligible (A) Minor (B) Major (C) Hazardous (D) Catastrophic (E)
Likely to cccur many times.
Has already occurred in the Company (= 3 times/year - indicative). Frequent (5) SA
Has cccurred frequently in the history of the aviation industry.
Likely to occur sometimes,
Has already occurred in the Company (< 3 times/year - indicative). Occasional (4) 48 | 4B ‘
Has cccurred infrequently in the history of the aviation industry.
Unlikely to occur, but possible,
Has already occurred in the Company at least once. Remote (3) 3A | 3B | 3cC
Has seldom occurred in the history of the aviation industry.
ery unlikely to occur.
Mot known to have occurred in the Company but already occurred Improbable (2) 2A 2B 2C
at least once in the history of the aviation industry.
|almast inconceivable that the event will occur, Extre mely 1A 1B i¢
It has never occurred in the history of the aviation industry, Improbable (1)
Personnel ‘SI:'J.E::UE‘ orne Light injuries Sericus injuries Fatality Multip le fatalities
.- Massive effects
- _ Environment o e Little impa ct it Eﬁec'ts et o (pollution,
effects effects repair .
destruction, etc)
Tolerable Risk Aoceptabl.e based on risk mitig.a.t\on. It Material values & Neolinible IFmIan_claI loss with ISubstantlaI finandal ISeve?eflnanclaI . fC_atast_ro‘rilhlc
Level may require management decision a egligible impact ittle impact. oss, oss, long term eff, inancial loss,
Damage < 50KE Damage < 250KE Damage < 1 ME Damage > 1 ME
Ao.ueptable |Acceptable Reputation Light or no impact Limited impact Considerable impact | |Mational impact [nternaticnal impact
Risk Level

Risk Matrix should be of “quantitative” type, that means a matrix were the likelihood is a real
statistic of similar events happened per amount of time/flight hours/cycles. In real life, this is
not realistic for small or even medium size operators who would never fly the minimum statistic
basic flight hours (10.000 or even 100.000) during the whole Company lifetime.

For this reason, we work with “qualitative” reference when it comes to evaluate the likelihood
part of the risk matrix. Just sit down and think if a similar event has ever happened in the
Company, in similar Companies, or in the aeronautical world (as far as you know). In the worst
situation (no information at all) just think how often could that event happen in your company
and make an evaluation based on your judgment. This could not be a scientific approach, but it
is surely better than having no likelihood ideas at all. After all: who better than you knows your
job? You will probably make a good estimation of likelihood based on your knowledge and
experience of similar situations.

Hazardous Events are assessed only for the Likelihood that this event could happen, while
Consequences are assessed also by the possible severity of the consequences. This is because
in the Hazardous Event nothing detrimental happened yet, but we only have an unwanted
situation that we want to recover from.

As said before, the Hazardous Event is only an occurrence or situation that could lead to an
accident. Therefore, the next step is to identify and link all the Consequences that could be
triggered by the Hazardous Events. This is the right side of the tool.
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Proactive
Barriers

|
|
1
Cause 1
1
|
1
|

Cause

Cause

Cause

Cause

Cause

Operation

Consequence

Consequence

Consequence

Consequence

Consequence

Consequence

Consequences describe the possible incidents or accidents that may potentially result from the
Hazardous Event if the event is not managed with recovery controls.

In our flying close to a CB example, the inadvertent IMC Hazardous Event could lead to a loss of
control with possible CFIT if the pilot do not do something to recover from the inadvertent IMC

(Recovery Barriers).

As well as the Proactive Barriers, we can have several measures in place to reduce the possibility
that a Hazardous Event turns into a Consequence. These are called Recovery Barriers.

————————— 1 m————————
| PBroagtive ! | Recovery !
I arriers i I Barriers
Cause | ! Operation ! I
1 1
. | '
| ! |
1 B | ° 1
Cause ! _ I 8 v I AI !
- = 1
: I I Y  Haz. Event I
Cause 0 / i
I
I I P I :
' l % o) ) I
Cause | 4 :
1 !
Cause [ l ! _ ! I JDT
A e A :
- I o I I
Cause I X ! |
HE 1 - HE 1

Risk

C N
SO

onsequence o
C :H:
onsequence N o/F
C ‘H'
SO

onsequence S el
Consequence 'H'
SO

sequ S N @] %
Ner

Consequence 1\|r
N |[@] 7

C N
SO

onsequence o
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In the practical world, mitigations could be either the measures that block the chain of events
from an abnormal situation (Hazardous Event) to the possible Consequence (reducing the Risk
Likelihood), or the measures in place to reduce the deleterious outcome of an accident (reducing

the Risk Severity).
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The following example is how the thunderstorm could be analysed and rated.

| Proactive
I Barriers
1
1

Flying in
a frontal
area

Met radar
out of
service

TAF not
available

(.)

Proactive Barriers

SOP 01)
horiz.

areas is prohibited

Public transport

Recovery
Barriers

Loss of Control
with subsequent

- PBO1 - Full Meteo briefing from ARO (Ref.
- PB02 - Increase clouds clearance to 3 km
- PB0O3 - Flying in a known thunderstorm

- PB04 - Only VFR/VMC flights allowed

=~ 0
Qo Turbulence

Flying into a
thunderstor

CFIT

Structural
damage

Passenger’s
discomfort

Recovery Barriers

RBO1 - Pilot IFR rated

RB02 - Pilot training on flying by attitudes
RB0O3 - Inadvertent IMC escape manoeuvres
training

Risk

N (@)
o7
N (o)

2E

N (@)
o7
N (o)

2C

N (@)
o7
N (@)

3B

4) WHY AN EHEST RISK ASSESSMENT TOOL?

Handling a complete methodology to make an in depth risk assessment and analysis could
became very complicated, because there are many connections between the elements (in a

technical database terminology: several “many-to-many relations”) that makes the use of a

I\\

classical “tabular list” very unhandy. Just to clarify:

- An operator will have several Operations (i.e. risk assessments on its operations,
changes, occurrences, etc.).
- Each Operation has several Hazardous Events. Each Hazardous Event can be linked
to more than one Operation. (many-to-many relations)
- Each Hazardous Event could be triggered by several Causes. Each Cause can be the
starting point of several Hazardous Events. (many-to-many relations)
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- Each Hazardous Event can be prevented by several Proactive Barriers. Those
Barriers are used to limit the Likelihood that a Hazardous Events happens. (many-
to-many relations)

- Hazardous Events can lead to some Consequences. More than one Consequence
could be the result of several Hazardous Events. (many-to-many relations)

- I could stop the event chain from a Hazardous Event to Consequences or reduce the
magnitude of the Consequence through the implementation of some Recovery
Barriers. Those Recovery Barriers can be used to reduce the potential negative
effects of many Hazardous Events. (many-to-many relations)

Now, try to keep in mind all these connections when developing your own ‘Bowtie’ on plain
paper!... Impossible even for easy studies.

To help the safety analysts (e.g. Post Holders, Managers, Safety Managers) to take into
consideration all the dangerous situations and the controlling elements related to their
operations, EHEST developed the MARIA tool.

5) HOW TO USE THE EHEST "MARIA” TOOL

NOTE:

The OpenOffice Base program, as many other programs, could crash erasing important
data or a whole day’s work.

I strongly suggest to periodically save your work, i.e. every ten minutes of work or
after an important entry.

Moreover, because it happened that after a crash the file could not be opened anymore
or behaved strangely, I strongly suggest to back up your working file periodically or
after important entries.

Open the database double-clicking on the MARIA file.

Wait until the main page opens. It could take a while (up to 1 minute).
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If the main page does not open automatically, select "Forms” from the left-side column and then
double-click on “frm_05_-_MainBowTie” on the bottom-right window.
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BowTi

Eile Edit Wiew Inset Tools Window Help

B-B-0 Re @B E-0,BrEHE,

Dat:
- F Form in Design View...
‘E I d to Create Form...
Tables

Queries

=
= frm_10_CaseStudy

E] frm_20_UnwantedEvent
=] frm_30_Hazard

= frrm_40_Control

= frm_60_Accident

= frm_70_Mitigation

] frrm_90_Task

= frmCICTT

] frmPersonnel

] frmRiskMatrix

Embedded database | HSQL database engine
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Here you can find the tool structure, as explained before, and how it is showed on the main
form:

TOOL STRUCTURE

————————— 1 -
| Proactive ! ! Recovery | Risk
1 Barriers | i . Barriers ! 0
Cause |u | Operation | # Consequence e
1 1
: i I 1 I
1 I I e
[ N | 9 1
Cause i _ . | S v . ‘I : Consequence :H;
) = 1
! ] ¢  Haz. Event ] |
|

Consequence

Cause | 0 /
D e
| 7

Cause 4“ —
1
| ' 1

Cause ,

aPatal
) [000)
RSN

1
I
|
1] Consequence
1
I

PalaVal
) 200
RNANEN|

Consequence

Haz. Event

1
! | N@] 7
! | Consequence S

O

Cause

=

[\

[\
vv
Lke‘ Lka
|
AV
AV
A
) [©00)
NENEN|

MAIN FORM REPRESENTATION

Operations

\ 4

3
C Hazardous ¢ C X
auses <—| I* Events - —| |—> onsequences 2
Proactive _ - Recoyery
Barriers g Tasks B Barriers

You can enter information (Operation, Hazardous Event, Cause, Proactive Barrier, Consequence,
Recovery Barrier, Task) in the order you want. The important thing is then to link every piece of
information together.

NOTE: in order to be able to see the variations to the database after an entry, use the
“Refresh” button on the lower part of the database window, or close and re-open the
form.
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ﬁ Record |1 of 9 BBl B
' 2
Pagel /1 Default
OPERATION
No. Operation
You start a safety study, or " lgpo1 Sling load operatigns
Operation (risk assessment, | |

management of change, occurrence
analysis, etc.), by defining the
Operation number and its definition.

Press "“New/Edit” to enter the
Operation window.

OPERATION

New/Edit

Dpration

Shng Tnad epetabans

INSERT, DELETE OR UPDATE
OPERATIONS

No. Cpesation Nt Inital Date l Revizon Date
OF i1 Sing lozd operations

v

Rocoed 1 at 1 >

The table at the top briefly lists all the Operations already inserted. You can enter or edit the
Operations in the table below.

To close the window just click on the “X” on the upper-right of the window.
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HAZARDOUS EVENT

No. Hazardous Event Likel.

In this window you find all the | OP01 |HEOO1 - Reduced separation with obstacles |2 .
Hazardous Events linked to the OP01 |HEO002 - Reduced se_paration of the load from 3
selected Operation. If you select a OP01 |HEO003 - Degraded a!rcraft performance : 1

) . . } OP01 |HEO004 - Degraded aircraft performance durini1 -
different Operation you V\_“” see its OPO01 | HEO0O5 - Aircraft unintentionally deviates frormr 2 1
related Hazardous Event list. OP01 |HEO06 - Safety measures not respected by per 3
To write a new Hazardous Event or HE007 - Load is 3
to edit the existing ones, press 3
“New/Edit” button and the following 3
window will show up ;

HAZARDOUS EVENT Operation
No. Opesation I
¢ HEDI [ |opad Sing load operatices - LINK EACH OPERATION
s I 1 e WITH RELATED HAZ. EVENTS
Recuved separation with cbistacies :
Desaptien i & - - - Select the Operation clement
- Add, delete or edit
— r related Hozardous Events
Hazardous Events related to the Operation
| Operaticn Feleted Hazardous Events I
b QPol HE M1, Reduced separation with obstacles -
|__lopat HEM2, Reduced separation of the Icad from obstacles (sing load) 1
__|ora HE 003, Degracdied aircraft pedarmance B
| opcl HEQJ¢, Degrecled sircralt performence during sling lved operabions 3
.__lorat HE 005, Aircraft unintentionally deviates from romal in-fight parameters
__joraa HE 006, Safety measures not respected by personned on ground durng sing load operaticrs
Frr—— e | Qpol HE 007, Load is net propecly peepsred [sling load operations]
Note ! eu?:’v”‘ e;e: not .T;"m;:;':n —nf oP 0L HEQI8, Unepected technical problem related to zing load cperations
ot:mdes daan 9 e - HE 09, Unepected !a:hmcil E{fag{cm on ircraft .
Recoed of 1% < e imllol
— A - ADD, DELETE OR EDIT HAZARDOUS EVENT LIST

Datz Inserted Iu«oms -I Rz-‘sicﬂ‘ 'l Hazardous Event List

| &eldwod [2 - Improbabie - Very unlikely to ocm_'J 1D Har. Evernt l Description | Likslioed
§ |HEDM Redduced separation with obistackes 2 |
Rick Matrs J ___|HE002 Reduced separation of the load from obstacles (sing losd) 3 |
__|HE003 Degraded aircraft performance 1
HE 04 Cwgrached ancralt pedammance durng sling load aperatices 1 53
P HE 005 Aircraft unintentionslly devistes from normael in-flight parametess 2
References __|HEDOS Safety net respected oy p | on ground dunng z8ng loxd openstiors E 1
_|HEOUY Load is net propisly peepaend (sling load cperations) 3
___|HEODOE Unepected technicsl problem relsted to ding load cperstions 3
__|HEDDS Unaspected technical problem on sircrafs 3
. L0 Lose obyects maved by the ratee dovemwash 3 -
Record | o 15 ARNC O]

This window is split in two sections:
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a complete list of all the inserted Hazardous ....and a place where to link the Operation
Events... with the related Hazardous Events.

\ \

Operation

No Cpenation [

HAZARDOUS EVENT oo gt e el

WITH RELATED HAZ, EVENTS

= HF 001 - - Select the Operation elament
Haz Eventn, I rgergpiiedg i

Reduced separation with obstacles related Hazardous Events

Hazardous Events related to the Operation

Operation | Reletwd Fararcddous Faens [
oP01 HE 001, Raduced separation with cbatacies -
opPo1 1 €002, Reduced separation of the losc from obstacles (sling load)
apol HE 003, Degracied sircraft performsnce 1
opnl HE D04, Degracied sircraft performance duting sing lned operstions |
opal FEG Aircraft unitertionally devistes From neemel in-fight parameter }
opal FE 006, Sef ity muasutvs red sspocled bry pessonnd on ground during vieg loed cpendion.
orol HE 007, Load 1s ot property prepared [sling lead cperations)
ora HE 008, Unegpectes techeucal problem related to shrg load epertions
] op01 HE 008, Unepected techrical problem cn arcraft -
| {Record [1 |of 15 RN

Jescnption

=2

The srcraft docs not mavtain the
required safety separation from ground
abiviec ey

Mate

L~ ]A - ADD, DELETE OR EDIT HAZARDOUS EVENT LIST

M3, - 1 -

Oate rzarec Ilin.ni _J Reasien l _J Hazal’dous Evem Ust

Likeihood Iz. Improbable - Yery unlikey to om,—-_l 10 Haz. Event | Descnption ] Litciheed [
HECOl “Redduced separation with obatacle

HECOZ Riducid sipataon of e load Tiee cbatades (ding fcad)

HECO2 Uegraded nrcreft perfomrance

LG Degraded sircraft perfformance durng sling load cperstions

HECOS Aircreft unintertionally deviates from nomal in-flight parameters

References HECOE Sufuty muasures ned respectuod by perscone] on ground during sbng load operabions

HECO? Lead 15 not property prepared (sing load operaticns)

HECE Urexpected technical problem reisted to =ling lcad cperations

HECOS Urespectes technical probilem on sircesfs

___|HECIO Leaw cbjwcts muved by the ralor downasash

fecard ot b0} N Y| e

fisk Matric I

L] &l

L1l

W e W W e e e e
[l

You can insert a new Hazardous Event clicking on the “new record” symbol just under the
Hazardous Event list.

I — A - ADD, DELETE OR E\ AZARDOUS EVENT LIST
Date Inserted |13f03!15 ', Revision I - Hazardous Event List
Likelihood IZ - Improbable - Very unlikely to occuj 1D Haz. Event | Description Likelihood
[ |HE 001 Reduced separation witl =3 2 -
Risk Matric | : HE 002 Reduced seFaration of ti rom chstacles (sling load) 3 N
HE 003 Degraded aircraft perfon 1
_ |HE004 Degraded aircraft perform ring sling load operations 1 =
" |HE00S Aircraft unintentionally de om normal in-flight parameters 2
References HE 006 Safety measures not respes cnnel en ground during sling load operations 3
" |HE0O7 Load is not properly prepare d operations) 3
" |HEO08 Unexpected technical pro to sling load operations 3
" |HE009 Unexpected technical problel 3
: HE 010 Lose objects moved by the rotol 3 -
Record L [of 15 1[4 ][] [m] [
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Then just fill up the left-hand, yellow-coloured section.

HAZARDOUS EVENT

Hazardous Event reference Number (must be

Haz. Event n. |HE001 <~ .
unigue)
_ Reduced separation with chstacles
Description
« | Give a name to the Hazardous Event
The aircraft does not maintain the
Note required safety separaticn from ground
cbstacles
<« | Explain the Hazardous Event.

Datelnserted  113/03/15 ~| Revision “| « | Insertion and revision dates

Likelihood |2—Improbable—Veryunlikelytooccuj <« | Rate the Likelihood

Risk Matrix ‘ <« | Show up the Risk Matrix for reference

References

« | List the references

NOTE: in order to be able to see the variations to the database use the “"Refresh” button
on the lower part of the database window, or close and re-open the form.

ﬁ Record |1 of 9 BBl B .:- :& :& K & B )

Pagel /1 Default

Edition 1 - 01 October 2015 Page 25 of 34



EHEST

Component of ESSI

To link the Hazardous Events to the related Operation:

SOP Development Guidance

Operation

| No.

Hazardous Events related to the Operation

| Operation

L ___N1. Select the Operation element

R_I1IMK FACrH NPERATINN

WITH RELATED HAZ. EVENTS

2 - Add, delete or edit
related Hazardous Events

Select the Operation
you are working on

= T

_ Hazardous

HE 003, Degraded aircraft performance

HE 002, Reduced separation of the load from obstacles (sling load)

HE 004, Degraded aircraft performance during sling load operations

HE 005, Aircraft unintenticnally deviates frem normal in-flight parameters

HE 006, Safety measures not respected by personnel on ground during sling load operations
HE 007, Load is not properly prepared (sling load operations)

HE 008, Unexpected technical problem related to sling load operations

HE 011, Mot accurate or missing mission planning and preparation (sling load)

1D Haz, Event |
i |HEOOL HE 009, Unexpected technical problem on aircraft

HE 002 HE 010, Lose objects moved by the rotor downwash
HE 003
HE 004 HE 012, Flight close to, or into, adverse meteorological conditions
HE 005 HE 013, Unwanted movement of carge in flight (sling load)
HE 006 HE 014, Repetitive flight patterns/manoceuvres
HE 007 HE 015, External pressure
HE 008 Unexpected technical problem related to sling load operations
HE 003 Unexpected technical problem on aircraft
HE 010 Lose objects moved by the rotor downwash

Record ll | of 15 [ ][m][)

Operation | Related Hazardous Events

op0l HE 001, Reduced separation with obstacles -
[ |orPo1 HE 002, Reduced separation of the load from obstacles (sling load) B
| |orm HE 003, Degraded aircraft performance L
| |orm HE 004, Degraded aircraft performance during sling load operations
| |orm HE 005, Aircraft unintentionally deviates from normal in-flight parameters B
| |orm HE 006, Safety measures not respected by personnel on ground during sling load operations
| |orm HE 007, Load is not properly prepared (sling load operations)
| |orm HE 008, Unexpected technical problem related to sling load operations
| » |opo1 HE 003, Unexpected technical problem on aircraft
Record lg | o|HE 001, Reduced separation with obstacles

m

Scroll to the end of
the available
Hazardous Event list
and select the empty
record

Click on the drop
down menu

Select the new
Hazardous Event to
link it to the active
Operation.

NOTE: you cannot
choose the same
Hazardous Event
twice

NOTE: Each Hazardous Event must have at least one linked Cause and one linked
Consequence entry in order to have a correct list output. Likewise, each Cause and

each Consequence entry must have at least one linked barrier.

It is suggested to create a Cause, Consequence and Barriers entry, like "00 - No Entry”

to be used in case of no operative entry.
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CAUSE

In this window you find all the
Causes linked to the selected
Hazardous Event. If you select a
different Hazardous Event you will
see its related Cause list.

To write a new Cause or to edit the
existing ones, press “New/Edit”
button and it will show the following
window.

SOP Development Guidance

No. Cause
p |[HE001 CAO001, Trees, bushes, vegetation
HEO001 CA 002, Wires, power lines
HEO001 CA 003, Low Clouds
HE001 CA 004, Low visibility, fog
HE001 CA 009, Confined area operations, landings, take offs
HE 001

bAusE B - LINK EACH HAZ EVENT WITH RELATED CAUSES
1. Select the Haz. Event slement
2 . Add, delete or odit related Cousc
Causes related to Hazardous Event
Haz Event Relsted Causes HED Hazaedous vent

p |HEom CAGOL Tiwen, bunbwy, vegwlatian T3 |[HEOOL T Rechuced senaration with ohstacles .
| |Hecm CACOZ Vi, power bres | |HEcm R wed svparation af the lowd from cbatace
__|Hec; CACHZ, Low Clouds | |Heco: Degraded srcralt pedeemance
T Heem  CAGOL Lowviibitty fog _ T JHeem  Degrdes arcratt pedcemance durg shing loa
. |HECOL CACOS, Corfined srea cperations, lercings, sake offs | |HE00S Aurcratt unintentionally deaztes from normal in
| |HEcon CAQIC, Use of ding load | |HECDS Safety meezures not respected by personnel on
| |HEcor CACIY, Dpweston plareing HE 007 Load = not propedy peepared (ding load opery &
] =ECOL CACIS, Mountainous ans | =] HE oG Lewsprctvd technicd problvm sdated Lo sling |
i =] ___|HEcm Urzpocted technicad problem on aicealt

__|Heo10 Lese ciyects moved by the retor downwash

| |HEen Not azcurate or missing mizzion planning and

| |ncen2 Tlight close to, or into, adverse meteceniogcal

HE 013 Urswanted moverment of cargo in flight [shng
A | |HFcl4 Repelitive fighe patterendmanceinaes -
Rxadh = " .
Cagen
Cavse Marme
Descnpton
Dete lnzertes A - ADD,
DELETE

Feferences OR EDIT

CAUSE

LIST

Once again, this window is split into two sections: the list of Causes linked
Hazardous Event, and the list of all the inserted Causes. In this section you can edit the Causes

or create new one.
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bAusE B - LINK EACH HAZ. EVENT WITH RELATED CAUSES
—_—— 1 - Sclect the Hax, Event element
2 - Add, deists or sdit retatad Cause |~
Causes related to Hazardous Event Hazardous Event
[ Frlited Coves €| Huowiba o6 Fert
oy |rEm AL, Trow. buases vapdeion b HEOL Frabyoad v ains wis vadadla -
_|-EMm CATIL Wisa, paoes e e Prakyiend cepastins of toe haal les dndade
e AN L ome sk et Tipgondad & o aft putrarcarce .
~Jiram T I, Low wiz by, fog o Ungindnd w reoalt parteerrarce cnag ey loe
Lan LATR, Contined arms spenazes, lind ngy Tk citr Hoe Arciatt usrterbo e by drases ton nomrel 3
|+t CALU, Lo sbrg wed _HEE Saldy s aztropoad by paveread o
_|eEM CALT, Opactan fariy __HIo Luwtionct prapoly seepanal Ly hur waew =
) TATIA Mt ranet drey R Hreperint techinen o bieer ssdites i drg
m T inms Uraqacind terhen prazien 32 akerve
Hanl Lzes c2pects mased By the robor Joamress
MO et cunela 0 TRt g misecn skreerg and
TUHEOIZ  Figitabetuwisle shmowmidiadaghel —
| HEm3 Nrwactes wvvomrectof ixpninlignnidiog b
—emd Fapatin et che 2uemare) SInaze e -
e — re—r———— S

oot | | 3 [ERENCI 7y

Linked Causes to Hazardous Events

List of Causes

Douzs ne

Lo herre

Neawrdetion

Dwte neectad

Fetererza

The procedure is similar to that explained in the HAZARDOUS EVENT paragraph just above.

CONSEQUENCES - PROACTIVE/RECOVERY BARRIER - TASK

The other parts of the tool work in a similar way to the Hazardous Event and Cause sections
explained before.

Tasks are not automatically linked to the Proactive or Recovery Barriers, but you must manually
insert the reference number in the Task. Ref. cell.

Mr. | Task Marne | Task Ref. | Description
[ (TO01 Develop S0P Sling Loac PB 001
T00Z2 Develop EGPWS PE 025
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REPORTS

You can create general reports based on the selected Operation. The reports will give you all the
Hazardous Events, and the linked Causes, Proactive Barriers, Consequences and Recovery
Barriers in a tabular form.

Operation REPORTS RADEC
Sling load operations Report
o
. Op-Rec. Barr. Recovery Barrier

Just click the related button to open a new spreadsheet window with all the elements in a
cascade.

“Report CS-Proact. Barr.” button creates a list of all related elements of the selected
Operation:

Operation
Hazardous Event
Cause

Proactive Barrier

“"Report CS-Rec. Barr.” button creates a list of all related elements of the selected Operation:
Operation
Hazardous Event
Consequence

Recovery Barrier
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T foinay s ey e o T
Fiw Feit View Tramt Formwet Took Dets Window Help
-PB-e= 2 Q&S @ Cg = ' - ¢ L2 i 2 :;frd‘lu:
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RO 005  Spare heicopts 3 N
RB 005 Personnel prop: 3 HE 001 il ohetintes 2
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RH N0 Insg30ce 3 POCOS  IFRtaring
1 L) i PO 006 Metcorclog cal iformsbon
Stenderd S0 | 35 POC1 Pilct mimimum mzentzin expancnce
b1 PE 017 Adverse wexther poicy/SOP
i7 POC18  ‘Weatherrepars
kL3 POC1S  Prefight Rzk Asseszment
5L R (10 In finfr derizinn makea taring X
0[]0 Regort / IR 1" | N
| Sheetlsl | Standaee sio| | sum-=0 86— @ 1%

NOTE: Due to the various "many-to-many” links inside the database, the reports could

take quite a long time to show u

p (1 minute or even more).

The lists are an OpenOffice spreadsheet document that can be copied-pasted to any OpenOffice
document or other commercial word processors and spreadsheets (e.g. Microsoft Word or Excel).

Select all the required cells and then select “"Copy” (icon, or right click on the selection, or Ctrl-

C key combination).
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-@ rpt_CaseStudy_Control.ods (read-only) - OpenOffice Calc @ﬂu

Ifile Edit View Inset Format Tools Data Window Help
B-E-He B RER VE < ®
ALAMI04ESTE  [v| Fx E = |OPERATIONDD

| B € D

{RERATIONWAZ. EVENTY CAUSE ID «TIVE BARP DEFINITIONS

>

Li_::.' <~ l_:ZE‘—rl T J_l@. i@ Ijl| oo :' Find Text

Jn

2

3 HE 001 Reduced separation with obstacles

4 CA 001 Trees, bushes, vegetation

5 5 PB 003 Pilot experience

6 Copy PB 004  Pilot recency

7 Selection PB 008 Radio contact with personnel on ground
B = 009 Initial Recce of the operating area

9 Previous ground reconnaissance

Pilot minimum mountain experience
PB 01 Personnel on ground experience

Open your new word processor or spreadsheet document, point the position you want to insert
the table and select “Paste” (icon, or right click on the selection, or Ctrl-V key combination).

i Beyl -1 - 0 A AD DEPRATIONS
L R et
|
o SAFETY CASE
W aw
ol Lot o SLING LOAD OEPRATIONS
i la
A zem.
] OPERATION  HAZ. FROACTIVE
N lweorech. I pvenTIn CMMEED R D DEMMTICNS LIKEL HOOD
|B e
I F HE D1 Fasdued separaken sl cletadi 2
Ty Tragkis AT Iraes. busaes wrgelabon
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PEIE  Fenaraml o g ey
FEDNE  Misizn panting
Frlite Frecthcht Hik Rasareramianl
FE 2D Fn-Pigh 1 dinkain mabing bamieg
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FGOZS  Use ol mirors (shag kad]
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EHEST RADEC FORM

It is possible to select all the elements related to the selected Operation by clicking on the RADEC
buttons.

RADEC

Cause
Proactive Barrier

Operation l

Sling load operations

T
Report
Op-Proact. Barr.
N Report
4 Op-Rec. Barr.

Hazardous Event

Recovery Barrier

Consequence

 New/Edit

These buttons provide a list of the Cause, Hazardous Events, Proactive Barriers, Consequences
and Recovery Barriers you can use on your own documents or in the EHEST RADEC form (ref.
EHEST SMS Manual non-complex operators). Just select the items and copy-paste on your
documents.

SPECIFIC REPORTS

There are several reports available related to specific relations between the risk assessment
elements.

EST RISK ASSESS 00 Mo | Opssston B  REPORTS RAD
GP N Sknglinsd opershone Rupeort Cause
[ p:Focat. B Prosct e fiamier
ROA Repor Hecardo Fyveet
Qpitec. Bat Recavery lamer
Huw Bt Lt Conscaeime
No. | Cauze ] No. Hazardows Ceent | Lk, 5 Mo, Consequence 213
_Lm CADD, Trwee, bushes vegetaion b [OPOL  =E D01 - Rechced woparstian with nhetacles 2 - b |FECOL CO00L - Aircra’t coach 2F -
| |HEON CAM Wirer pawer ines P m < FESO SO - Progesty damage on ground
_|needn A0l Cow Clowds n 201 CO MM - Iqury 1o Hight crew or crew m
HE 001 , Low visbiry teq UL HE O - Degrages srcrait petenmarcs 2 U1 LU - deyury to passengens
HEONL 2, Confined are2 ogerstices, o OP 0L =E D05 - Alrcraft unistertionaly dey HECOL O 008 - Ajrcratt rot avaiabie
= HEOQZ1 CAOLD, sz of Sling koo CPOL  =HEDOG  Safcty mcasarcs nok e 3 FECOL COMO7 Plovzewnnz n o, 3§
1 HEQXL CAOLT, Cpuralicn slennny OP0l  =ED07 - Luad is nul grcpualy 5. HECOL  CO009 - Rudus mliingermert
| [HEONL CAOLE Mcuntsincus we POl =€ 008 - Unezpected techng ela FECOL  COOLL - Main rotor sled, od
| =} CPNOL  +F OOA - Linezpert FECOL SO0 - Tail vt
CP +F (10 - | 0ce chyes: . FEL SO - Inea wh ™
CPn £ 011 - Mok accue ng M - -
HowEdit CA FBs A . Lis HNowEcit HE Chs z 0 3l NowEdE oo HEs CO RE: 173
No, | Proactive Bsmer | Ret  [Taskne Task Name Due U, No Racovery Bames
_o'('l-ml ST, Sikt sapenence - PRIOT T Develop S0P Sing L oad Dpecshice S1IRA5 o [CGNET AR Frergency Sepanes Plan (TRP) -
|G F00M, Fict recency PECS T0:  Oevelap (GFY 1515 GO0 DO, Prat snd perconne daty
CADIL  FU D08, Facio contact with pessonrel on LG0T R (U3, Spave reficocter yailatiity
CADIL FE 003, InR Fecce of tre openating 3 CO001 RE O, Personne! peoger ddothing
| |CADOL FEOLE, Frevius groutd iecenna COO0Z1 RE 007, Scevaal kit
| |caD0L FEOLL Fiket misimurn ol CO0C1 REO0Z, Purluble sosunaut cal tudio on buand
= CADNL 8 O, Fumcnnel on g CC0C1 RB 00, Ervwrgency Locetn Seacon (BLT)
_CAMI EAMS, Pecwannel n CONT AR OO, Inwiramce
[ [CADM ERME ASesan pl CGOM AR OML, Fret Aid K
Cali SUuLs, Sre-faght 15 . L (GO R 014, Wire rke protecicn
CAMIL FEU2, In-tignt Eaeningy - IR | = 2 e -
HowEdit PE - Chs List NewEdL Lit NewEd RE . CO. L
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HE - CAs Reports
HE - COs Reports
CA - HEs Reports
CA - PBs Reports
PB - CAs Reports
CO - HEs Reports
CO - RBs Reports
RB - COs Reports
LISTS

SOP Development Guidance

all the Causes related to the selected Hazardous Event
all the Consequences related to the selected Hazardous Event

all the Hazardous Events related to the selected Cause
all the Proactive Barriers related to the selected Cause

all the Causes related to the selected Proactive Barrier

all the Hazardous Events related to the selected Consequence
all the Recovery Barriers related to the selected Consequence

all the Consequences related to the selected Recovery Barrier

To have a list of all the inserted Operations, Hazardous Events, Causes, etc., select the “List”

button underneath every table.

= = 00 _to. | Operiton li> REPORTS RAD
b |GPIM  Singlnsd openhon: Rupert Cause
0 Op-Proact. Ban. Prosctxe Ramier
0 Repor Hacardoun Fyvwet
St B Recavery lames
Nuow Edit Lat QoM aime
No Cauze Mo Hazardows Coent Lk, No. Consequence Rk
0 | CAODS Trwes, buahes, srgetwon b |OPOI  ~F 001 - Redoced toparsbinn with nhitacles 2 = b [FECO1 T 001 - Airerat crach 2E | -
| [HEOS AN Wires power ines CPM  F 000 - Rechoced coparabinn of the lnsd froen 3 FECO  COND - Progesty damage on ground 14
HEO  CA0XS, Loy Clowds CPm 0] - Degraces sircraft performarce 1 S0 CO MM - Irqury 10 Hight crew o crew mersber 1 C
HEOU1 a4, Lowwsbiry leq CPUL ~E UM - Deqrages secrait patomarnce duncs 1 & FECUL LU S - Iyury 10 passengers 2C
HEOIL  CA0D2, Corfined ared ooerations, landings, take o*s OP 0L =E D05 - Alrcraft unieterbonaly devistes froer 2 FECOL O 008 - Ajrcratt rot avadabe 3E J
= HEQDL CAOLD, Uz of sing ko COPO0L  =EDO6  Safcty mcasarcs nof repodiad by pet 3 FECOL COM07 Plovizewnnzl not seaickic 3E "
[ |HEODL CAOLY, Cpuation henning POl =E007  Luadis nul gropuly prapanal (ding 53 FECOL  CO003 - Rub mhiingermert iE
HEOOL 7, Mcuntsincus wes QPOL =€ 008 - Unezpectud technical prothem detw 3 FECOL O OLL - Muin rotor sledes dnbe o grovnd e 3C
[a] 0P 0t ctod tpchnical prasism o air 3 0l B Lo cirite o crzund b 3C
&3] reiow 3 I (20 2€
CPin plan 2 - -
How Edit CA FBs List HNew Ecit HE  CAs List NemEdE o Lit
No, | Prosctree Bsmer | Ret |raskme) Task Name Due ., No Racovery Bames
o |CADT ST, Siek sapenence p [PREOT TONE  Develop SOP Sing L oad Dpecstica SLIRMS o |CONET AR Frergency Sepanes Pl (TRP) -
[ [camm 2000, Bkt racency _PBSS 10N Oeveop [GHAY 1515 GO0 DO Prct snd perconne daty
CADIL AU 008, Racio contact with pessonrel oe glound CGUR1 RE DS, Spave Reficopter yaailatiity
CADOL FE 003, InRa Fecce of tre operzbing drey CO001 RB O, Parsonne! peoger ddothing
[ |CADOL FEOLZ, Frevius grouned ecenmssinie COO0I1 RE D07, Suevnal kit |
| |CADOL PBOLL Fitt mii Lin wpuane CO0Z1 RE 002, Purteble surunaut cal udio un buand |~
___|CAML FE0M, Pumonnel on grourd egewrce CC021 RB 003, Errergancy Locstor Swacon (ELT)
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Use the reports output to copy-paste to your safety documents.

6)

SOP Development Guidance

Operation

aration with obstacles

rcraft performance

aration of the load from obstacles (sling Ic

ircraft performance during sling load operat
tionally deviates from normal in-flight pak
s not respected by personnel on groun#

Likelihoo:

1

RISK ASSESSMENT, DESCRIPTION, EVALUA

RA No.: RA 001 Definition: Sling load

Ref.: Sling load Standard Operating Procedures

- mountainous areas

Operation Description: Sling load operations with single & licopter in

w Hazards - What were or could be the sources of potential dama
health effects in the studied environment?

Hazardous Hazardous Event

Event ID

HE 001 Reduced separation with cbstacles

HE 002 Reduced separation of the load from obstacles (sling load)
HE 003 Degraded aircraft perfi

HE 004 Degraded aircraft performance dunng sling load operations
HE 005 Aircraft unintentionally deviates from normal in-flight parameters.

= HE 006 Safety measures not respected by personnel on ground during sling load
operations

- HE 007 Load is not properly prepared (sling load operations)
HE 008 Unexpected technical problem related to sling load operations

o HE 009 Unexpected technical problem on aircraft
HE 010 Lose objects moved by the rotor downwash

- HE 011 Not accurate or missing mission planning and preparation (sling load)
HE 012 Flight close to, or into, adverse meteorological conditions

HE 013 Unwanted movement of cargo in flight (sling load)
HE 014 Repetitive flight patterns/manoeuvres
HE 015 External pressure

SUPPORT EHEST

r adverse

Likelihood

LR R TR (N ]

LEVIE N S I S LE I I S TR

W R = =N

m

The EHEST Specialist Team Ops & SMS is making a big effort in order to develop and promote
useful safety tools to the aeronautical world. Based on the practical final user experience, these
tools can be improved.

Please support EHEST job by reporting your feedbacks and your suggestions to:

ehest@easa.europa.eu
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